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Marlene H. Dortch, Commission Secretary
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Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Fast Phones, Inc.
Form 499 Filer ID: 827081
EB Docket No. 06-36

Dear Ms. Dorich:

Pursuant to 47 C.F.R. § 64.2009(e), Fast Phones, Inc. hereby submits its Annual
64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully submitted,

"M. Steinhart
Attorney for Fast Phones, Inc.

Enclosures
cet Thomas Adair
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1, Thomas Adair, President of Fast Phouoes, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
engure compliance with the Commission’s CPNJ rules. See 47 C.FR § 64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying stalement explaining
how Fast Phones, Inc.’s procedures ensure that the company is in compliance with the
requirements set forth in Section 64,2001 ef seq. of the Commission’s rules,

e . opbrmr
Name: Thomas Adair
Title: President

FCC Annual Fiting
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Anpual 47 C.F.R. § 64.2009(¢) CPNI Certification
EB Docket 06:36

Fast Phones, Inc. has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year, Companics must report on any
information that they have with respect to the processes pretexters are using to attempt 1o
access CPN] , and what steps companies are taking to protect CPNL

Fast Phones, Inc. has not received any customer complaints in the past year
concerning the unauthorized relcase of CPNI (numnber of customer complaints & company
has received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI,
broken down by category or complaint, ¢.g., instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the information,
or instances of improper access to online information by individuals not authorized to
view the information).

Signed S 77 A

Thomas Adair, President

FCC Annual Piling
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Exhibit A

Fast Phones, Inc.

Compliance Requirements



Fast Phones, Inc.
5340 Perimter Parkway Court
Montgomery, Alabama 36116

Compliance Requirements

Fast Phones, Inc. {"Cormpany™ maintaing the folfowing operating procedures to ensure compllance with the
requirarnents set forlh in Section 64,2001 2t seq. of the Commission's rules. '

Sectlon 64,2005 Use of cusfomer proprietary petwork information without customer
. approval,

{2} Avy telecommunioations carier may use, discioss, or pevmit acoess w CPNI for the purpose of
providing or matketing service offerings among the calsgories of service (Le,, Jooh), terexchange, mnd
CMRE)} to which the sustomer already subscribes fom the same carrier, without customer approval.

(1 I¥ a telecommunications caxrier provides different categories of service, and & cusiomer
subseribes to mors than one category of service offersd by the carrier, the carvier {s pormitted o share
CFNY awong the oarrier™s affiliated entities that provide e service offering to the customer.

{2y ¥ 2 telesommunications catder provides different cafegories of servive, but & customer does
pot subscribe fo mere than one offering by the carier, e carder i not permitted to ghare CPMI wifh its
efFiiates, except a5 provided in §64.2007(0).

) Atelecorumuniontions canier may hot use, disclose, or permit actoss to CPNE to market to &
‘customer servioe ofierings fhat ave within a category of service to which fie subsciiber does not sleady
subsoribe from thet currier, nnfess that carrier has customer approval 1o d0 o, eXcept o5 described in
paripraph(c) of this section, .

(1) A wircless provider may use, disclose, ar permi sesess to CPNI derived from it provision of
CMRS, withowt cusfomer approval, for the provision of CPR and informetion servicefs). A wireting carrier
may use, disclose or permit sccess to CPNE derived from its provision of Joeal exchange service.or
interexchange service, withont cusfornst approval, for the provisfon of CPE and call answering, volse mail
or messaging, voiee storags and retrieval sexvives, fax store end forward, end pravocol conversion.

{3 A tlecommunications carrier may not use, disclose, or peamit access fo CPNI to identify or
track custorners that el compefing service providers. For exevaple, a foce] exchange carrier may not use
Tocal service CPIE to wrack a3l custorers that eall loesl service competitors,

{cy A telecommmuications carrier may use, disclose, or permit ascess to CPNL withoof customer
approval, as described in this yaragraph (6.

(1} A telerommminations carrier may use, distlose, or permit aooess to OPME, without cubforest
approval, I its provision of inside wiring installetion, mamtenance, and vepalr services.

{2y CMRS providers may use, dsclone, or permit apcess o CPNT for the purpose of conducting
vezearch on the healih effects oF CHMRS,



{3} LECs, CMRS providers, and Interconnected VoIP providers mey use CPNY, without customer
apgroval, to market services Tormerly known as adjunci-to-basiv services, such as, but net Hemited fo, speed
disfing, computer-provided directory assistance, call monitoring, call tracing, cell blocking, call retum,
repeat dialing, call tracking, call waiting, caller 113, call forwarding, and certain Centrex fealures.

{d} A telecommunications cartier may use, disclose, or pemit zcpess to CPNE fo protect the rights
or property of the carrier, or to protect usels of those services and other casriers from fraudulent, abusive, or

vrlawinl use of, or subseription 1o, such services,

The Company has adopted specific CPNI policles te ensnre that, in the absence of cnstoweer approval,
CPNT Iy only used by the Compiny o provide or market service offerings among fhe categories of
service (Le, lecol, interexchenge, and CMRS) to which the custumer already sabscribes. The
Compary's CPNI policics prolibit fhe shering of CENI with affilinted companies, except o permnltied
under Rnle 64.2005(a)(1} or with customer approval pursiant to Rule 54.2007(}. The only exceptions
1o these policies are ax perriiited wider 47 F.8.C. § 222(4) and Rule 64,2005,

Section 64,2007 Approval veguired for use of customer proprietary network information,

{#) A tlecommunications carrier muay obtain approval through wrltten, oral or electronic
methods.

{13 A telecormmunications carvier relying on oxal approval shall bear the burden of demonsirating
that such approval has been given in compHance with the Cotamission’s rules In this part.

(2} Approval or disapproval to use, disclose, or permit access 1o a customer's CPNI obtained by s
teleconumunications carzler vaust remain In offect until the customer revokes or limits such approval or
disapproval.

(3) A telecomraunications carrier must maintain records of approval, whether oral, written or
electromic, for 2t least one year.

Jiz alf cirewmstances where castonter approvel is reguired fp use, disclose or pormit avoess to CPNI, the
Compurey's CPNI peilcles reguive that the Company ebtain customer approval through writier, oral or
clzeronie methods In compliunce with Bule 64.2007. A customer's approval ot disapprovel reming it
affoct until the custormer revokes or Bwits the approval or disapprovel. The Company mainiains records
of custemer approval (whether writien, oral or electronic} for a minimum of one pear.

(b} Use of Opt-Out end Opt-In dpproval Processes. A telecommunivations carrier may, subject
to optoat approval or opt-in approval, wse its costomer®s mdividually identifivble CPNI for the purpose of

marketing commnsicaiions-related services to that customer. A telecommumications cartler may, subject to .

opt-out approval or opt-in approvel, disclose its customer’s idividually identifisble CPRI, for the purpose
of marketiog commumications-refated services to that customer, to its agents and s affiliates that provide
communications-reiated services. A felecommunicutions carrier may dlso permit such person or entities to
obiain access to such CPNI for such porposes. Bxcept for use and disclosure of CPHI that {5 penmitted
without customer approval yndsr seotion §64.2005, of that iy described in this paxagraph, or as otherwise
provided n section 222 of the Comnumications Ack of 1934, as amended, a telecommunications earrier

may only use, disclose, or permit access to ity castomer’s individuslly identiffable CPNI subject to opt-in
approval.

The Compuny does ol use CPNY for any purpose (mcinding marketfing eormmurications.-retuted
services) and does not disclyse or grant access tp CPNI 1o any party (fncluding to agents or affiliates thet

provide communicafions-reluted servives), except as permilted wpder 47 US.C. § 222(d) and Rule
642005,

e



Section 64,2008 Notlee required for nse of eustomer propriefary network inforwmation.

{a)  Notification, Generally. (1) Ptior to zmy solicitelion for customer approval, a
tolecominunications carrfer must provide notiffcation to the ovstormer of the eustomer’s right to restriot use
of, disclose of, and accoss 1o that eustomer’s CPNIL

{2} A telecommanicelions cerrier must mainfein records of notification, whether oral, written or

EIGITOTIC, Tor at [east omie year.

(b3 Individnal notice {0 customers must be provided when soliciting approval to use, disclose, or
permit access to customers” CPNI,

{&) Content of Notice. Customer notification mmst provide sefficient information to enable the
customer fo make at nformed decision as to whether fo permit & eander to use, disclose, or permit access
t0, the customer’s CPNL

{1y The notification must state thet the customer ks o right, and the carrler has  duty, under
federal law, to protect the confidentiality of CPNL

{2} The notificativn must specify the types of mformation that constitute CPNI and the specific
entities that will recelve the CPNI, describe the parposes for which CENE will be used, and inform the
customer of fis or her tight to disapprove those wses, and deny or withdraw acosss to CPNI at any time.

{3} The notification must advise the customer of the precise steps the customer must tzke in order
to gramt or deny access to CPMY, and must cleerly state that a denfal of approval will ot affect the
provision of any services fo which the customer subscribes. However, carriers may provide z brief

statement, in a clear and neviral lmgnage, describing consequences directly resulting from the lack of
access to CPNL

4 The natiﬁcation st be comprehensible and must not be misleading.

{5) I woitten notificetion Is provided, the notice st be clearly legible, use sufficiently large
type, and be placed in an arca 30 a8 & be readily apparent 0 a customer,

{6y 1F any portion of a notification is trdnslated into enother language, then all portions of the
notification must be translated ito that language.

{7y A carrfer may state In the notification that the customer’s approval to use CFNI may enfiance
the carrier’s ability to offer products and setvices tatlored to the customer’s needs, A cartler also may state

in the notification that it may be compelled fo ditvclose CPNI to any person opon affirmative written request
by the customer. o .

{8) A carrier may not include in the notification any statement atternpting to encowrage a customer
1o freeze Hiird-patty access to CPNL

€93 The nciification must state that any approval, or denial of approval for the wse of CFNJ
outglde of the serviee to which the customer already subscribes from that carrier I valid until the customer
affirmatively revokes or limits such approval or denal,

{10y A televommupicaiions omvier’s sobivitetion for approvel maust be proximate fo the
notification of & enstomer’s CYNI eights.

The Company's CPNI palicies require that custonters be notificd of their rights, and the Company's
obligntions, with respect i CPNI prior to anp solicitmlion for custorer approval. All required exstotner
notlces (whether wrilten, oral or clecironic) comply with the requiteinemts of Rulg 64.2008, The



Conpany Waintalus records of all reqrived customer notices (whether written, oral or electronic} for o
minkmone of one peer.

(&) Wotice Reguirements Specific to Opt-Out. A telecommunications camrier must provide
notification to obfsin opt-out approval through electronic or wrltten methods, but not by oral
communication (except as provided in patagraph (D of this sevtion). The condents of any such notification
must gomply with the requirernents of paragraph (¢} of this section.

(1} Carriers must walt a 30-day minkmpm period of Hme after giving cusiomers notice and an
opportunity to opt-out before asswming customer approval to use, disclose, or permit access to CPNL A
carrier may, m s disorstion, provide for a lunger period, Carriers must notify custorners as to the
appHeable waiting perfod for a response before approval iz assumed.

() In the case of an electranic form of notiffcetion, the waiting perfod shall bepin to yun from the
date on which the notification was sent; and

) = the oase of notification by mail, the waiting period shall begin fo run on the third day
following the date that the notification was mailed.

(2} Cardiers wsing the opt-out mechanism mmst provide notiees to thelr custommers every two
yeuts, '

{3} Telecommounications earriers that use e-mail tp provide opt-out notices must comply with the
fellowing requirerasuts in addition to the reguirements generally applicable to notification:

(D Carriers must obtain express, vertfisble, prior epproval from consumers to send notices via ¢
mai} regarding their service in general, or CPNL in particuler;

(i) Carriers must allow costomers to reply directly to e-mails containing CPNI notices in order io
ophont;

(i) Opt-ont e-msail notices thet are refurned fo the carvier as undeliversble must be sent to the
-customrer In another formn before carriers may consider the customer to have received notfce;

(V) Carriers that use e~mail to send CPNI notices must ensure that the subject line of the messape
clearly and accurately identifies the subject matier of the e-mail; sud

(v} Telecommunications carriers must make available to every eusfomer & method to opt-eut that
i of no additlonal cost fo the customer and that is zvailable 24 hours a day, seven days a week. Carriers
mny sstisfy this requiremens through a combination of methods, so long as oll castomers have the ability to
opt-put 2t ne costand are sble fo etfectuate that choice whenever they dhnose.

The Compuny does rol currently solicit opt out™ customer approval for the use or diselosure of CPNL
The Company does not wse CPNY for any purpove {includlng wierketing comununications-related
services} and does not disclose or grant aceess fo CPNI fo any party (inclnding to agents or afffiiates thet

provide communicarions-related services), excepf as permiited weder 47 US.C. § 222(d) and Rule
64,2005,

(2} Notice Reguivements Spectfic to Optln, A telecommunications carrier may provide
notification to obtain optin approval through oral, written, or slectronic methods. The contents of any such
notification must comply with the requirerents of paragraph (¢) of this seation.

The Company does noi currenty solicit "apt in'" castomer approval for the use or disclosure of CPNI,
The Company does nof use, disclose or grant aocess o CONY for aity purpose, to any parly or in any
manner that would require a customer’s "optIn" approval under the Cormmnission’s CPNI Rules.



{fy Notfoe Requiremenis Specific 1o One-Time Use of CPNL. (1)} Carriers may wse oral notics to
obiain limited, one-time nse of CPNI for inbound and ontbound customer telephons contacts for the

duration of the cull, regardiess of whether cerriers use opt-out or optin apprevel based on the nature of the
contact.

{2} The contents of any such notification must comply with the requirewments of paragraph {c} of
this section, except that telecomumunications carpiers beay omit any of the following notice provisions if not

Tolovant 10 e [EnEed Uss 10F WICH the CAarfir Sooks LENL

(I} Camiers need not sdvise customers that if they heve opted-out previously, no zction is needed
to makntain the opt-out election;

() Carriers need not advise customers that they may share PN with their affiliates or third
parties and need not name those entities, I the Himited CPNI ysage will not result in use by, or disclosure
to, en affiliate or third party;

(i) Carriers need not disclose the means by which 2 costomer cam deny or withdraw future access
to CPN], so long a5 carviers explain {0 customers that the scope of the approval the carrier seeks i limited
to one-firne use; and

{iv) Corriers may omit disclogurs of the precise steps & customer maust take In order to grant or

deny actess to CPI, as long as the cairier cloarly communiostes that the customer can dety aceess o his
CPNI for the call,

Iu instances where the Company seeks ope-fime custonter approvel for the wse ov disclosure of CPNI,

ihe Company ebwins such approvel i accordance with the disclosures, methods and requirements
contpined in Rule 2008¢0,

Section 64,2009 Safeprards required for use of custammer propriefary vetwork Information,

(e3 Telecommunications camiers must implement a system by which the statos of & customer’s
LPNI agproval can be clearly established prior to the use of CPINE,

The Compuny's billing systoin allows avthorized company personnel fo easily deterining the states of a
castomer’s CPNT approvel on the customer acconn! seresn prioy to the use or discloyure of CPNE

(t) Telecommmunications carriers must traiy thele personnel zs to when they are and ave not
authorized to wse CPHT, and carriers must have an express disciplinary process in place,

The Company hay established CPNI compliance policles that include employee fraining on resirictions
on the use and discloswre of CPNI and reqguired safegunrds to protect agninst unanthorized use or

disclosure of CENE,  Employees have signed that deey nndersiand the CPNI policies and g violation of'
those poticies will result in disciplinery action.

{¢) Al camiers ¢hell maintain 2 record, electronienlly or in some other manner, of theiv pwn and
their affilistes’ sales and marketing campaipns that use their customers” CPNE. All carriers shall maintain 2
record of all instences whers CPNI was disclozed or provided to third parties, or where thisd parties were
allowed access to CPNL The record myst include a description of each campaign, the specific CPNI that

wes uged in the campaign, and what products and services were offered as a part of the tampaign, Carrfers .

shall retain the record for 2 minimum of ote year.

The Company’s CENY policies regrire thot oll sales and marketing cammpaigns including those utifivng
CPNI be recorded and kept on file for of least one year. Revords are wlse maintained for disclosure of
aecess to CENY by third parties. Fhe records include the reguired information Usted in Rule 64.2008(c).



(&} Telecomnrunications carriers must establish a supervisory review process reparding carrler
complance with the rules in this subpart for out-bound marketing situations and maintein records of carder
complisnes for a mimmum period of one year. Specifically, sales personnel must obfain supervisory
approval of any proposed out-bound markefing request for customer approval,

The Companp’s CPNI policies require emplovees to obtafn approvel from the Company’s CPNE
CompBance Officer for afl marketing compeigns, mcluding those utilizing CENI, prior to inftfating that

campaign.  Record of the markefiag cowpalgrs, along with the appropriate supervisory appreval is
matntained for af least one year,

(&) A telecommunications carcler st have an officer, as an agent of the cander, sign and fis
with the Commission 2 compliance certificale ox an annual basis. The officer must state In the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure complsnce with the rules in this subpart. The cunder must provide a statement
accompanying the certificate explaining how itz operafing procedures ensure thet it is or Is not In
complisnce with the rules in this subpart. In addition, the carrier xust mclnde an explanation of any
actions faen agalnst data brokers and a summary of ail cusfomer complaints received in the past year
concerning the wnsuthorized release of CPNI This filing must be made annually with the BEnforcement
Burean on or before March 1 in BB Docket No. 06-36, for data pertaining to the previous calendar year.

The reguired officer ce}lfﬁcaﬂm, acifons taken agalnst date brokers and suwmmcry of castoiser
corpleled documents are inotuded with this azcompenying stetemend,  The Company will file these
docurents on en anvnal basts on or bgfore Moveh 1 for dutn periaining to the previpus celendor yenr,

{f) Carriers must provide written notice within five business days to the Conunlssion of any
instance where the opt-out mechanisms do not work propstly, to such a degres that consurnery’ inability to
opt-out is more then an anomaly.

(1) The notice shall be in the form of 3 letter, and shall include the camrier’s name, & description of
the opt-out mechanism(s) veed, the problemsis) experienced, the remedy proposed and when it will befwas
implemented, whether the refevant state comnission(s) has been notified and whether it has taken my
action, 2 copy of the notice provided to customers, and coatact information.

{2} Such notice must be submitted even if the carrier offers other methods by which consumers
mey opt-out.

The Company does not cnrrently soliclt “opt opt” castomner approval for the nge or disclosare of CPNIL
Section 6420010 - * Safeguards on the disclosure of castomer proprietary nétwork information.

{2} Safegwarding CPNI. Telecommunications carviers must fake reasonable measures to discover
and profect apaingt attempis to geda woenthordzed aocess to CPNL  Telecormmmications canders must
properly authenticate a costomer prior to disclosing CFNI based on customer-inliiated telephione contact,
onlipe aceourt access, or ab in-store visit,

The Company’s CPNT policies aud ewployee freining include reasenable measures fo diseover and
protect against gotivity that Is indicpiive of pretexting and employees are istracied to nofify the CPNY
Compliance Officer if eny such activity Is suspected,

(b) Telephome access to CPNL  Telecommutiomtions canlers may only discloss cali defadl
information over the telephone, based on oustomer-initiated telephone contact, If the costomer first
provides €he carrier with a password, as described in paragraph (6) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account mformation. X the oustomer
does ot provide a password, the telesommmnications cerrier ay only disclose call detafl nformation by
sending it {0 the customer’s address of record, or, by calling the custorer at the telepbone number of
record, TEthe customer ig able fo provide call detail information {o the telecommunications carrier dwing a



customer-initiated call without the telecommunications carrier's assistancs, then the telecommunications
carrier Is permitted to diseuss the call detail information provided by the customter.

The Compary’s CPNI policies ensyre that a customer is only able to access calf derail Information over
the telephone in one of the ways fisted in Rele 64.20000). If the cusivmner connef remember thefr
possword, they are prompted fo easwer o securlty question. Neither the password nor the seenrily
question are based on readily avattable bivgraphicel nfornation or cccouni informatlon. Customer

service representarives are instrncted to authenticnte cnstomers pver the telephoite i ol instances exeept

i the case where the customer provides the coll deteil informution withont the assistance of the
Corpany.

{¢) Oniine access fo CPNI A twlecommunicstions carrier must amthenticate a cusiomer withous
the use of rendily availadble biographical jnformation, or scconnt Information, prier to allowing the
custorner online aceess to CPNI related fo 2 telecommunications service account. Once withenticated, the
custoroer may only obtain online access to CFPNE related to & wlecommunications sesvice account through a
password, as desoribed in paragraph (€} of this section, that is not prompted by the carrier asking for readily
avaflable blographical information, or account iformation. )

The Company’s customers do net currently have access fo thelr qoconnt online.

(d) In-Store access fo CPRI. A telecommunications carrier may disclose CPNI to a customer
who, at a carcier’s retai] location, first presents to the telecommunications carrier or ifs agent a valid photo
I matching the customer’s acoount information.

The Compuny’s CFINI policies allow the Company to disclase call detatl CENY to the castomer ol « refall
Iocation wfter preserdting o velid photo D fhel Inafehes Hite chstomar’s ecconnt information.

(¢) Ewtablishment of o Password and Back-up Authentication Methods jor Lost ar Forgotien
Passwords. To establish » password, a telecommunications carrier must suthenticats the customer without
the use of readily available biographical information, or acconnt nformation. Telecommunications canrlers
may create s back-up customer authentication method in the event of a lost or forgotten password, But such
Back-up castomer authentioation method may not prompt the customer for readily svatlable biographical
dnformation, or account information. 1f 2 customer cannot provide the correct password or the correst

zesponse for the bacleup costomer authentication method, the customer must establish 2 new password as
deseribed in this paragraph.

. The Company's CPNI policies allow Jor @ few ways fo establish o pessword, ol of wiich ensvre
comypiiarnce with the above paragrapl. Boch method also allows fhe cusiomer to establish a bucf-vp or
securicy question in the event that thep forget their password, It ue event does the Compurty use readily

wyuttabile biograpkical information er sccount information as & back-up qmzxtfon or g8 @ means Io
establish « password or authentionte the customer.

(& Netification of account changes.  Telecommunications carriers must nofify costomers
tmmedintely whenever & password, customer response to a back-up means of authentication for Jost or
forgotten passwords, online ascount, or address of record Js created or changed. This notification s not
required when fhe customer initiates service, inclnding the selection of a password at service imifiation,
This notification may be through & catrier-originated volcemail or text message to the telephone number of

record, or by mail to the address of record, sndd must not reveal the changed information or be sent to the
new accosnt information.

The Company’s billing spstem gencrafes a nofification letfer when any of the fields tisted in Rule
64.20100) is created or changed. The Company bnmedintely mails out the notfication to the address of
vecord (hever a new adidress) when required by Rule 64.2010¢0). The comient of the notiflcation complias
with the requirements of Rule 64.201000.



{g) Bugsiness Cuwstomer Ewemption. Telecommunications canders may bind themselves
contractually fo authentication regimes other than those descritred in this section for services they provide

to their basiness customey thet have both a dedicated acconnt representative snd = contract that specifically
addresyes the carriers” protection of CPNL

The Compary does not utilize the business customer exception of (his fime.

Section 64.2011 Nofification of costomer proprietary setwork nformation security
breaches,

(@ A telesommunications carrier shall notify Iaw enforcement of a breach of s customers” CPNI
s provided in this socction. The carrier shell not notify its customers or disclose the breach publcly,
whether voluntarily or under state or lotal law or these rules, until ik has completed the procese of notifying
law enforcement purstant o paregraph ()

) As soon ay practicable, and In 5o event kater than seven (7) bushness days, after reasonable
determination of the breach, the telecommnnications satrler shall electronicelly notify the United States
Seoret Service (USSS) and the Federal Bursan of fuvestigation (RBI) fimough 2 central reporting facility.
The Corunission will maintain a tink to the reporting facility at hitp://vworv. fec.govieh/e

(1} Notwithstanding any stete Isw to the conirary, he carzier shall ot nolify customers or
disclose the breach to the puble uetil 7 full business days have passed after notification to the USES and
the FBI except as provided In parapraphs (2) and (3%

(%) ke carrder beHevas that there is an extraordinarily urgent need to notify any class of affevied
oustomess seoner Hpn otherwise eliowed uader paragraph (1), in order to avold Immediate and ineparable
harm, i shafl so indicate in its notification and my proceed to immediately notify its affected customers
enly afier consvitation with the relevent investigating agency. The carrier shall cooperate with the relevant
investipating agency’s request to minimize any adveree effects of sech customer notification.

(3) If the relevant Rvestigating agency determines that the publlc discloswre or notice to
:customets would impede or compmmise an ongoing or potential criminal investigation or nationsal security,
such agency may direct the casrier not to so diselose or notify for an itial pericd of up to 30 days, Such
period may be extended by the agency a5 reasonable necessary in the Judoment of the agency, If such
direction is given, the agency shall notify the varder when It appears that public disclosare or noties fo
affected customers will no longer impede or compromise a criminal investigation or nationsl security. The
agency shall provide in writing its initlal divectdon to the cander, any subseqoent extension, and any
notification that potice will no lenger impede or compromise & criminal investigation or gational security
and such writings shall be consemporaneonsly logged on the same reporting facility that contains records of
notifications filed by carriers.

(¢) Recordheeping, All carriers shall malntnin a record, electronically or in some ofher manner, of
any breaches discovered, nofification made to the USSS and the FBI pursnant o paragraph (b), and
notification mads to customers. The record must inchude, if avallable, dates of disccvery and notificasion, &
detailed description of the CPNI that was the subject of the breach, and the mmmstazmes of the breach.
Carriers shall refain the record for 2 rinimum of 2 years.

sze Compuny has poiicies und procedures in place to ensure complinnce with Rule 64,2011, When itis
reasonably determined fhat « brewcl has occurred, the CPNI Compllance Officer will notlfy law
enforcement and Hs customer in the required tineframes, A record of the breach will be eaintaiued for
a winimune of tve years and will Incipde off Informadion  required by Rule 64.2011.




